Global Biodiversity Information Facility (GBIF)

Data Sharing Agreement

Background

The goals and principles of making biodiversity data openly and universally available have been defined in the Memorandum of Understanding on GBIF (MoU; see the relevant excerpts in Annex).

The Participants who have signed the MoU have expressed their willingness to make biodiversity data available through their nodes to foster scientific research development internationally and to support the public use of these data.

Data providers often participate in several data sharing arrangements at different levels (thematic, community, national, global).

GBIF data sharing should take place within a framework of due attribution. 

Therefore, when registering their services with GBIF, the data providers agree as follows:

1.    Data Sharing Agreements

1.1.    Biodiversity data accessible via the GBIF network are openly and universally available to all users within the framework of the GBIF Data Use Agreement and with the terms and conditions that the data provider has identified in its metadata.

1.2.    GBIF does not assert any intellectual property rights in the data that is made available through its network.    

1.3.    The data provider warrants that they have made the necessary agreements with the original owners of the data that it can make the data available through GBIF network.

1.4.    The data provider makes reasonable efforts to ensure that the data they serve are accurate.

1.5.    Responsibility regarding the restriction of access to sensitive data resides with the data provider.

1.6.    The data provider includes stable and unique identifier in their data so that the owner of the data is known and for other necessary purposes.

1.7.    GBIF Secretariat may cache a copy and serve full or partial data further to other users together with the terms and conditions for use set by the data provider.  Queries of such data through the GBIF Secretariat are reported to the data provider.

1.8.    Data providers are endorsed by a GBIF Participant, if applicable, before their metadata is made available by the GBIF Secretariat.

1.9.    GBIF Secretariat is not responsible for data content or the use of the data.

1.10.    GBIF Secretariat is not liable or responsible, nor are its employees or contractors, for the data contents; or for any loss, damage, claim, cost or expense however it may arise, from an inability to use the GBIF network.

2.    Service Levels

GBIF Secretariat

2.1.    Services provided by the GBIF Secretariat are managed in accordance with the GBIF Work Programme. 

2.2.    GBIF Secretariat’s service provision includes software components and updates, interfaces, indexing and registry services, helpdesk, and training to assist the Participants to maintain Internet portals.

GBIF Participants

2.3.    GBIF Participants keep the GBIF Secretariat informed of their contact and service information.

2.4.    GBIF Participants maintain services that enable new and existing data providers in their domain to be integrated within GBIF network, and the data owners be identified, as appropriate.

3.    Definitions

· GBIF Participant: Signatory of the GBIF-establishing Memorandum of Understanding (MoU).  

· GBIF Secretariat: Legal entity empowered by the GBIF Participants to enter into contracts, execute the Work Programme, and maintain the central services for the GBIF network.

· GBIF network: The infrastructure consisting of the central services of the GBIF Secretariat, Participant nodes and data providers. Making data available through GBIF network means registering and advertising the pertinent services via the GBIF central services.

· Node: A data provider designated by a GBIF Participant that maintains a stable computer gateway that makes data available through the GBIF network.

· Participant Node: An organisational unit designated by the GBIF Participant to coordinate activities in its domain. It may also provide data.

· Biodiversity Data:  Primary data on specimens, observations, names, taxonomic concepts, and sites, and other data on biological diversity.

· Metadata: Data describing the attributes and combinations of biodiversity data.

· Data:  Biodiversity data and metadata.

· Data sharing: The process of and agreements for making data freely and universally available on the Internet.

· Data provider:  A custodian of data making it technically available. This may or may not be the data owner. If not they will have declared to GBIF that they have permission to make the data available.

· User:    Anyone who uses the Internet to access data through the GBIF network.

· Owner of data: The legal entity possessing the right resulting from the act of creating a digital record. The record may be a product derived from another, possibly non-digital product, which may affect the right.

· Sensitive data: Any data that the data provider does not want to make available,  e.g. precise localities of endangered species.
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DIRECTIVE

NUMBER 8320.2

December 2, 2004

ASD(NII)/DoD CIO

SUBJECT: Data Sharing in a Net-Centric Department of Defense

References: (a) DoD Directive 8320.1, “DoD Data Administration,” September 26, 1991

(hereby canceled)

(b) Department of Defense Chief Information Officer Memorandum, “DoD

Net-Centric Data Strategy,” May 9, 2003

(c) DoD Directive 8100.1, “Global Information Grid (GIG) Overarching

Policy,” September 19, 2002

(d) Department of Defense Discovery Metadata Specification1

(e) Deputy Secretary of Defense Memorandum, “Information Technology

Portfolio Management,” March 22, 2004

(f) Director of Central Intelligence Directive 8/1, “Intelligence Community

Policy on Intelligence Information Sharing,” June 9, 2004 (U//FOUO)

1. PURPOSE

This Directive:

1.1. Cancels reference (a) and establishes policies and responsibilities to implement datasharing, in accordance with reference (b), throughout the Department of Defense.

1.2. Directs the use of resources to implement data sharing among information

capabilities, services, processes, and personnel interconnected within the Global Information Grid (GIG), as defined in reference (c).

1.3. Authorizes the publication of DoD issuances consistent with the policies herein and in reference (b).

1 Latest version available at DoD Metadata Registry (http://diides.ncr.disa.mil/mdregHomePage/mdregHome.portal)

2. APPLICABILITY AND SCOPE

This Directive applies to:
2.1. The Office of the Secretary of Defense (OSD), the Military Departments, the

Chairman of the Joint Chiefs of Staff, the Combatant Commands, the Office of the Inspector General of the Department of Defense, the Defense Agencies, the DoD Field Activities, and all other organizational entities in the Department of Defense (hereafter referred to collectively as the “DoD Components”).

2.2. All data assets and information that are or may be available within the GIG.

3. DEFINITIONS

Terms used in this Directive are defined in enclosure 1.

4. POLICY

It is DoD policy that:

4.1. Data is an essential enabler of network-centric warfare (NCW) and shall be made

visible, accessible, and understandable to any potential user in the Department of Defense as early as possible in the life cycle to support mission objectives.

4.2. Data assets shall be made visible by creating and associating metadata (“tagging”), including discovery metadata, for each asset. Discovery metadata shall conform to the Department of Defense Discovery Metadata Specification (reference (d)). DoD metadata standards shall comply with applicable national and international consensus standards for metadata exchange whenever possible. All metadata shall be discoverable, searchable, and retrievable using DoD-wide capabilities.

4.3. Data assets shall be made accessible by making data available in shared spaces. All data assets shall be accessible to all users in the Department of Defense except where limited by law, policy, or security classification. Data that is accessible to all users in the Department of Defense shall conform to DoD-specified data publication methods that are consistent with GIG enterprise and user technologies.

4.4. Data assets shall be made understandable by publishing associated semantic and

structural metadata in a federated DoD metadata registry.

4.5. To enable trust, data assets shall have associated information assurance and security metadata, and an authoritative source for the data shall be identified when appropriate.
4.6. Data interoperability shall be supported by making data assets understandable and by enabling business and mission processes to be reused where possible.

4.7. Semantic and structural agreements for data sharing shall be promoted through

communities (e.g., communities of interest (COIs)), consisting of data users (producers and consumers) and system developers, in accordance with reference (b).

4.8. Data sharing concepts and practices shall be incorporated into education and

awareness training and appropriate DoD processes.

5. RESPONSIBILITIES

5.1. The Assistant Secretary of Defense For Networks and Information Integration/

Department of Defense Chief Information Officer (ASD(NII)/DoD CIO) shall:

5.1.1. Guide and oversee matters relating to Net-Centric data sharing in support of

the DoD Components, COIs, Domains, and Mission Areas by:

5.1.1.1. Developing, maintaining, and enforcing enterprise metadata direction

that uses existing Government and industry metadata standards when possible.

5.1.1.2. Developing and maintaining direction on, and enabling use of, federated

enterprise capabilities to publish metadata and to locate, search, and retrieve metadata and data. Federated enterprise capabilities shall include the Intelligence Community (IC).

5.1.1.3. Develop the policies and procedures to protect Net-Centric data while

enabling data sharing across security domains and with multi-national partners, other Federal Agencies, and State and local governments in accordance with law, policy, and security classification, in coordination with the Under Secretary of Defense For Intelligence (USD(I)) and the Under Secretary of Defense For Policy (USD(P)).

5.1.2. In accordance with the Deputy Secretary of Defense Memorandum (reference

(e)), ensure that Domains within the Enterprise Information Environment Mission Area promote Net-Centric data sharing and effectively enable COIs, including adjudicating conflicts in metadata agreements and identifying authoritative sources.

5.1.3. As an element of Information Technology (IT) portfolio reviews, and in

accordance with reference (e), provide guidance to evaluate and measure:

5.1.3.1. The status of the DoD Components in achieving Net-Centric data

sharing.

5.1.3.2. The degree to which Mission Area and Domain portfolios provide the

capabilities needed to share data.
5.2. The Under Secretary of Defense for Acquisition, Technology, and Logistics, in

coordination with the ASD(NII)/DoD CIO, shall:

5.2.1. Ensure that the Defense Acquisition Management System policies and

procedures incorporate the policies herein, and provide guidance for Milestone Decision Authorities to evaluate and approve system or program satisfaction of data sharing practices, in accordance with reference (e).

5.2.2. Ensure that the Defense Acquisition University develops education and

training programs to advocate Net-Centric data sharing in the Department of Defense based on policies herein.

5.3. The Under Secretary of Defense For Policy shall collaborate with the

ASD(NII)/DoD CIO and the USD(I) to develop the policies and procedures to protect Net- Centric data while enabling data sharing across different security classifications and with multi-national partners, other Federal Agencies, and State and local governments, in accordance with law, policy, and security classification.

5.4. The Under Secretary of Defense (Comptroller)/Chief Financial Officer, in

accordance with reference (e), shall ensure that Domains within the Business Mission Area promote Net-Centric data sharing and effectively enable COIs, including adjudicating conflicts in metadata agreements and identifying authoritative sources.

5.5. The Under Secretary of Defense For Intelligence shall:

5.5.1. Collaborate with the ASD(NII)/DoD CIO, the USD(P), and the IC CIO in

developing policies and procedures to protect Net-Centric data while enabling data sharing across different security classifications, and between the Department of Defense, the IC, and multinational partners, in accordance with policies herein and consistent with Director of Central Intelligence Directive 8/1 (reference (f)).

5.5.2. In accordance with reference (e), ensure that Defense Intelligence Activities

within the Domains of the National Intelligence Mission Area promote Net-Centric data sharing and effectively enable COIs, including adjudicating conflicts in metadata agreements and identifying authoritative sources.

5.5.3. Ensure counterintelligence and security support to network-centric operations.

5.6. The Heads of the DoD Components shall:

5.6.1. Ensure implementation of Net-Centric data sharing, including establishing

appropriate plans, programs, policies, processes, and procedures consistent with policies herein.

5.6.2. Ensure that all current and future data assets are made consistent with policies

herein.

5.6.3. Support Mission Areas and Domains by taking an active role in COIs.

5.7. The Chairman of the Joint Chiefs of Staff shall:

5.7.1. In coordination with the ASD(NII)/DoD CIO, ensure the policies herein are

incorporated into the Joint Capabilities Integration and Development System and the

procedures of the IT and National Security Systems’ (NSS) interoperability and

supportability certification and test processes.

5.7.2. In coordination with the ASD(NII)/DoD CIO, direct the National Defense

University to develop education and training programs to advocate Net-Centric data sharing in the Department of Defense based on policies herein.

5.7.3. Ensure that Domains within the Warfighter Mission Area promote Net-

Centric data sharing and effectively enable COIs, including adjudicating conflicts in

metadata agreements and identifying authoritative sources.

6. EFFECTIVE DATE

This Directive is effective immediately.

Enclosures — 1

E1. Definitions

E1. ENCLOSURE 1

DEFINITIONS

E1.1.1. Accessible. A data asset is accessible when a human, system, or application

may retrieve the data within the asset. Data assets may be made accessible by using shared storage space or web services that expose the business or mission process that generates data in readily consumable forms.

E1.1.2. Authoritative Source. A source of data or information that is recognized by

members of a COI to be valid or trusted because it is considered to be highly reliable or accurate or is from an official publication or reference (e.g., the United States (U.S.) Postal Service is the official source of U.S. mailing ZIP codes).

E1.1.3. Community of Interest (COI). A collaborative group of users that must

exchange information in pursuit of its shared goals, interests, missions, or business processes and therefore must have shared vocabulary for the information it exchanges.

E1.1.4. Data. A representation of facts, concepts, or instructions in a formalized

manner suitable for communication, interpretation, or processing by humans or by automatic means. Data and information are equivalent terms for the purposes of this policy.

E1.1.5. Data Asset. Any entity that is comprised of data (see reference (b)). For

example, a database is a data asset that is comprised of data records. A data asset may be a system or application output file, database, document, or web page. A data asset also includes a service that may be provided to access data from an application. For example, a service that returns individual records from a database would be a data asset. Similarly, a web site that returns data in response to specific queries (e.g., www.weather.com) would be a data asset. A human, system, or application may create a data asset.

E1.1.6. Domains. In this Directive, domains are subsets of Mission Areas and

represent a common collection of related, or highly dependent, information capabilities and services. Managing these related information capabilities and services within domains improves coordination, collaboration, integration, and consistency of processes and interfaces for information sharing.

E1.1.7. Enterprise. Refers to the Department of Defense, its organizations, and related

Agencies.

E1.1.8. Enterprise Information Environment Mission Area. The Department of

Defense’s Mission Area responsible for managing the part of the DoD portfolio known as the enterprise information environment (EIE), which is the common, integrated computing and communications environment of the GIG. The EIE is composed of GIG assets that operate as, or that assure, local area networks, campus area networks, tactical networks, operational area networks, metropolitan area networks, and wide area networks. The EIE is also composed of GIG assets that operate as, or that assure, end user devices, workstations, and servers that provide local, organizational, regional, or global computing capabilities. The

EIE includes all software associated with the operation of EIE assets and the development environments and user productivity tools used in the GIG. The EIE includes a common set of enterprise services, called Core Enterprise Services, which provide awareness of, access to, and delivery of information on the GIG.

E1.l.9. Global Information Grid (GIG). The globally connected, end-to-end set of

information capabilities, associated processes, and personnel for collecting, processing, storing, disseminating, and managing information on demand to warfighters, policy makers, and support personnel.

E1.1.10. Information Capability. The ability to consume and generate information in

the form of data assets by performing a specific task using IT and/or NSS.

E1.1.11. Information Technology (IT). Any equipment or interconnected system or

subsystem of equipment that is used in the automatic acquisition, storage, manipulation, management, movement, control, display, switching, interchange, transmission, or reception of data or information by the DoD Component. For purposes of the preceding sentence, equipment is used by a DoD Component if the equipment is used directly by the DoD Component or is used by a contractor under a contract with the DoD Component which requires the use of such equipment or requires the use, to a significant extent, of such equipment in the performance of a service or the furnishing of a product. The term “information technology” includes computers, ancillary equipment, software, firmware and similar procedures, services (including support services), and related sources. It also includes NSS as defined in paragraph E1.l.16., below. Notwithstanding the above, the term

“information technology” does not include any equipment that is acquired by a Federal contractor incidental to a Federal contract.

E1.1.12. Law, Policy, or Security Classification. For this Directive, the pertinent

statutory and regulatory authority dealing with data assets includes, but is not limited to: personal information, intelligence information, medical information, information on a non- DoD person, and classified information.

E1.1.13. Metadata. Information describing the characteristics of data; data or

information about data; or descriptive information about an entity’s data, data activities, systems, and holdings. For example, discovery metadata is a type of metadata that allows data assets to be found using enterprise search capabilities.

E1.1.14. Metadata Registry. Repository of all metadata related to data structures,

models, dictionaries, taxonomies, schema, and other engineering artifacts that are used to support interoperability and understanding through semantic and structural information about the data. A federated metadata registry is one in which multiple registries are joined electronically through a common interface and exchange structure, thereby effecting a common registry.

E1.1.15. Mission Area. A defined area of responsibility with functions and processes

that contribute to mission accomplishment.

E1.1.16. National Security Systems (NSS). Any telecommunications or information

system operated by the U.S. Government, the function, operation, or uses of which involves intelligence activities; involves cryptologic activities related to national security; involves command and control of military forces; involves equipment that is an integral part of a weapon or weapons system; or is critical to the direct fulfillment of military and intelligence missions, but excluding any system that is to be used for routine administrative and business applications (including payroll, finance, logistics, and personnel management applications).

E1.1.17. Net-Centric. Relating to or representing the attributes of net-centricity. Net-

centricity is a robust, globally interconnected network environment (including infrastructure, systems, processes, and people) in which data is shared timely and seamlessly among users, applications, and platforms. Net-centricity enables substantially improved military situational awareness and significantly shortened decision making cycles. Net-Centric capabilities enable network-centric operations and NCW.

E1.1.18. Network-Centric Warfare (NCW). An information superiority-enabled

concept of operations that generates increased combat power by networking sensors, decision makers, and shooters to achieve shared awareness, increased speed of command, higher tempo of operations, greater lethality, increased survivability, and a degree of selfsynchronization. In essence, NCW translates information superiority into combat power by effectively linking knowledgeable entities in the battlespace.

E1.1.19. Semantic Metadata. Information about a data asset that describes or identifies characteristics about that asset that convey meaning or context (e.g., descriptions, vocabularies, taxonomies).

E1.1.20. Shared Space. Storage on a file server or in electronic media that is

addressable by multiple users or COIs. Also, web services that are made available to the enterprise that expose the business or mission processes that generate data in readily consumable forms.

E1.1.21. Structural Metadata. Information provided about a data asset that describes the internal structure or representation of a data asset (e.g., database field names, schemas, web service tags).

E1.1.22. Understandable. Capable of being comprehended in terms of subject, specific content, relationships, sources, methods, quality, spatial and temporal dimensions, and other factors.

E1.1.23. Users. Humans, systems, and applications that create, find, access, and

exploit data. Also known as consumers and producers, or publishers and subscribers.

System developers are also considered to be users. For this Directive, users may be expected and planned for, or unanticipated and not planned for.

E1.1.1.24. Visible. Able to be seen, detected, or distinguished and to some extent

characterized by humans and/or IT systems, applications, or other processes.

E1.25. Web Services. A standardized way of integrating web-based applications using

open standards over an Internet Protocol backbone. Web services allow applications

developed in various programming languages and running on various platforms to exchange data without intimate knowledge of each application’s underlying IT systems.

	Medical Research Council statement on data sharing and preservation policy 
	

	MRC Data Sharing and Preservation Policy builds on the central principles of the Organisation for Economic Co-operation and Development's (OECD, www.oecd.org) report “Promoting Access to Public Research Data for Scientific, Economic and Social Development”:

· Publicly-funded research data are a public good, produced in the public interest

· Publicly-funded research data should be openly available to the maximum extent possible

These principles are recognized by the world’s leading scientific organizations where access to publicly-funded data is subject to very limited restrictions that protect national security, confidentiality and privacy, intellectual property rights and time-limited exclusive use by data creators. The OECD report concludes that widespread data sharing will enable researchers, empower citizens and convey tremendous scientific, economic, and social benefits. The MRC supports this view.

Policy Statement
MRC expects that the valuable data arising from the research it supports will be made available to the scientific community to enable new research with as few restrictions as possible. Such data must be shared in a timely and responsible manner.

New studies enabled through data sharing should meet the high scientific quality, ethical and value for money standards of all MRC research; and should add distinctive value to that of the original dataset.

MRC supports the view that those enabling sharing should receive full and appropriate recognition by funders, their academic institutions and new users for promoting secondary research.

Such research is often most fruitful as a collaboration between the new user and the original data creators or curators, with the responsibilities and rights of all parties agreed at the outset. 

A limited, defined period of exclusive use of data for primary research is reasonable: different disciplines require different approaches, reflecting the nature and value of the data and the way they are generated and used. Ongoing research contributing to the completion of datasets must not be compromised by premature or opportunistic sharing and analysis. Sharing should always take account of enhancing the long-term value of the data.

MRC policy is not intended to discourage filing of patent applications in advance of publication, and recognises that it may be necessary on occasion to delay publication for a short period to allow time for filing to be considered and drafted.

Medical research involving personal data has special responsibilities associated with it, particularly in relation to consent and confidentiality. It is essential that the appropriate regulatory permissions - ethical, legal and institutional - are in place prior to sharing data of this type (definitions of ‘Personal Data’ and ‘Personal Information’ are provided in the Glossary of MRC Ethics Series Guidance.). Researchers, research participants and research regulators must ensure that, within the regulatory requirements of the law, opportunities for new uses are maximized without unnecessary restriction. Potential research benefits to patients and public should outweigh identified risks. Risks such as inappropriate disclosure of personal information must be managed in a proportionate yet robust manner.

To enable effective sharing, data must be properly curated over its life-cycle and released with the appropriate high-quality metadata. This is the responsibility of the data owners who are usually those individuals or institutes that have received funding to create or collect the primary data.

For those new to the field of data curation, concepts and terminology are explained.

For Applicants
From 1 January 2006, all applicants submitting funding proposals to MRC must include a statement explaining their strategy for data preservation and sharing.

Applicants must include this information within their Case for Support under a separate section entitled ‘Data Sharing and Preservation Strategy’.
This policy also applies to applicants requesting funds to extend existing data sets. In such instances, applicants will also be required to succinctly explain:

· the distinctive added-value that the new data would provide in relation to existing studies, databases or datasets in the same field;

· the opportunities for coordination or collaboration enabled through data sharing.

Applicants who consider data arising from their MRC-funded proposals not amenable to sharing must provide explicit reasons for not making the data available.
The level of detail that applicants provide within their strategy statement should be proportionate to the nature, scale and cost of this aspect of the proposals. In all cases it must be succinct and include a summary of:

· type(s) of qualitative or quantitative data that will be generated e.g. interview transcripts, questionnaires, experimental measurements, recordings and images;

· further intended and/or foreseeable research uses for the completed dataset(s);

· plans for preparing and documenting data for preservation for sharing.

Two illustrative scenarios:

For laboratory-based, non-clinical research where primary data will be published shortly after its completion, the strategy should address the points indicated above and provide timelines. Where possible, published results should provide links to the associated data. Investigators must indicate how data will be preserved and strategies for sharing e.g. deposition of data into a relevant community database. Any exceptional arrangements to protect intellectual property should be summarised.

For patient and population-based research (e.g. clinical research, trial, cohort or longitudinal studies), investigators must also describe the arrangements to be put in place for:

· governance of data collection and usage e.g. data sharing agreements

· management of consent, confidentiality, ethical and legal considerations

· management of access rights and intellectual property.

Contacts
For further information on MRC’s Data Sharing and Preservation Initiative, please contact Dr Allan Sudlow at allan.sudlow@headoffice.mrc.ac.uk
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NIH workbook

DATA SHARING WORKBOOK  

· Introduction
· Protecting the Rights and Privacy of Human Subjects
· Protecting Proprietary Data
· Examples of Data Sharing
· Data Archives
· Federated Data Systems
· Data Enclaves
· Mixed Mode Sharing
______________________________________________________________________________

INTRODUCTION

Scientists working in many different areas are already sharing their data through a variety of mechanisms.  However, some disciplines are less familiar with this process and associated practices.  The goal of this workbook is to show how investigators working in a variety of scientific areas have shared their data.  To highlight the benefits of data sharing, we have included testimonials from investigators who are already sharing their data.  

NIH supports a wide range of scientific research.  Some studies, such as small laboratory-based projects, make raw data available in publications.  These studies generally are based on small numbers of laboratory animals, specimens, or clinical subjects.  Publishing the raw data constitutes an acceptable mechanism for sharing data, provided that privacy of human subjects is protected.  However, raw data from large studies are not amenable to sharing through publication.  Such studies can make data available through data archives or enclaves.   For example, X-ray crystallography, gene mapping, and survey data are available from data archives or repositories, some with sophisticated Web interfaces.   Data from human subjects present special concerns regarding data sharing.  The rights and privacy of individuals who participate in NIH-sponsored research must be protected at all times, and patentable and other proprietary data should also be protected. 

In summary, all data should be considered for sharing.  Data that constitute "unique resources" especially should be shared unless there is a strong reason not to.  Such data are difficult if not impossible to replicate because of cost (e.g., large national longitudinal surveys), special circumstances (e.g., health effects associated with a natural disaster), or rare population (e.g., a sample of centenarians).   Less likely candidates for sharing are data from small studies involving research procedures that are easily replicated or data from human subjects that might identify them.   

PROTECTING THE RIGHTS AND PRIVACY OF HUMAN SUBJECTS

An important issue associated with the sharing of all data derived from human subjects is the protection of research participants' identities.  The rights and privacy of people who participate in NIH-sponsored research must be protected at all times.  Sensitive data raise special concerns about confidentiality and the protection of subjects’ privacy because of a greater possibility of harmful social, economic, or legal consequences if released.  However, the collection of sensitive data does not preclude sharing.  Indeed, some of the examples of sharing highlighted below include items on highly sensitive and, sometimes, illegal behaviors.  But sensitive data call for a higher level of security during collection, analysis, and storage and special consideration when preparing datasets for broader use.  

What constitutes "sensitive" data varies by context, population, and time.  Illegal and sexual behaviors are almost always considered sensitive.  Measures of alcohol use are less sensitive among adults than underage adolescents.  Many diseases and medical conditions, such as bipolar illness or HIV infection, could be considered sensitive information.  Because access to health insurance and employment can be affected by pre-existing conditions or even risk for certain diseases, information about medical conditions as well as genetic markers and family history, which may be used as indicators of predisposition, are also considered to be sensitive information.  

There are two basic tools to protect from disclosure of sensitive data and subjects' identities: Restricting information in the dataset, and restricting access to the data.  Thus, data intended for broader use should be free of identifiers that would permit linkages to the research participants and free of content that would create unacceptably high risks of subject identification.  

Stripping a dataset of items that could identify individual participants is referred to by several different terms, such as data redaction, de-identification of data
, and anonymizing data. It is rarely sufficient to simply remove names, addresses, telephone numbers, Social Security Numbers, and the like.  Deductive disclosure of individual subjects becomes more likely when there are unusual characteristics or the joint occurrence of several unusual variables.  Samples drawn from small geographic areas, rare populations, and linked datasets can present particular challenges to the protection of subjects' identities.

There are many other methods currently used to anonymize data.  Some investigators withhold parts of the sample; others block access to specific variables, especially items with low prevalence rates that make it easier to identify participants with unusual characteristics.  Scientific interest in protecting subject identity is growing, and new methods are actively being developed.  For example, investigators are creating synthetic datasets that mimic the characteristics of the original dataset without risking the identification of individual participants.  It is beyond the scope of this document to instruct investigators about methods used to protect the identity of research subjects.  However, several references are provided below.  Investigators should also consult with statisticians to determine the best plan for data redaction and test the redaction process prior to the release of data.

Measures used to minimize the risk of breaching the confidentiality of data include the following: 

· Mandatory agreements to maintain confidentiality

· Data encryption

· Electronic firewalls and locked storage facilities,

· Password authentication of users

· Audit trails


· Disaster prevention and recovery plans

· Security measures for backup tapes. 

Institutions and investigators should work closely to develop and update plans and procedures to protect the security of data.

Data-use sharing agreements put limitations on who can use the data and how they are to be used.  (These documents are also known by other names, such as license agreements, data-distribution agreements, and data-sharing agreements.)   Such agreements contain different types of requirements, including those to protect the privacy of subjects and the confidentiality of the data.  These documents can incorporate confidentiality standards to ensure data security at the recipient site and prohibit manipulation of data for the purposes of identifying subjects.  They can stipulate that the recipient not transfer the data to other users, that the data are only to be used for research purposes, that the proposed research using the data will be reviewed by an IRB, and the like.  Penalties for violating terms of the agreement are generally specified in these agreements.  Below we describe some of the terms included in data-use sharing agreements used by archives and other entities that have shared data.

PROTECTING PROPRIETARY DATA

NIH encourages sharing of data generated with its support for further research, development, and application in the expectation that this will lead to products and knowledge of benefit to the public.  However, NIH recognizes the need to protect patentable and other proprietary data and the restrictions on the sharing of data that may be imposed by agreements with third parties.  In this regard, note that under the Bayh-Dole Act, grantees have the right to elect and retain title to subject inventions developed with Federal funding.  Indeed, for inventions developed in its intramural program, NIH does file patent applications in accord with a set of policies that are described at http://www.nih.gov/od/ott/200po6.htm.  It is not the intent of the NIH statement on data sharing to discourage, impede, or prohibit the development of commercial products from federally funded research.  However, it should be noted that, in general, NIH does not support the production of data that cannot be shared.  If patent protection is being sought, data still can be shared in a timely manner.   

EXAMPLES OF DATA SHARING

Data Archives 

There are many archives for data.  Many data archives facilitate the sharing of data using Web-based platforms. A searchable list of Websites for archives is available through the University of California at San Diego at http://odwin.ucsd.edu/idata/.

Most journals now expect that DNA and amino acid sequences that appear in articles will be submitted to a sequence database before publication. The National Center for Biotechnology Information (NCBI), National Library of Medicine (NLM), NIH, was established in 1988 as a national resource for molecular biology information. NCBI creates public databases, conducts research in computational biology, develops software tools for analyzing genome data, and disseminates biomedical information with the goal of improving understanding of molecular processes affecting human health and disease. NCBI provides timely and accurate processing and biological review of new entries and updates to existing entries, and is ready to assist authors who have new data to submit. For more information about submitting and downloading data, see the NCBI Website at http://www.ncbi.nlm.nih.gov/Genbank/index.html
The National Center for Chronic Disease Prevention and Health Promotion at CDC operates the Youth Risk Behavior Surveillance System (YRBSS). This system provides data on six health risk behaviors among youth: unintentional injuries and violence, tobacco use, alcohol and other drug use, sexual behaviors, dietary behaviors, and physical activity.  The YRBSS is composed of several surveys of different populations of youth, but focuses on national, State, and local school-based surveys of students in grades 9 through 12.    

National YRBSS data are available directly through the Internet at the CDC Website. See http://www.cdc.gov/nccdphp/dash/yrbs/. Data from each wave of the national survey can be downloaded along with documentation files at http://www.cdc.gov/nccdphp/dash/yrbs/data/index.htm The data files for the most recent wave are available in ASCII, SAS, and SPSS.  Documentation files are in PDF.  User service is available by telephone and email.  The YRBSS Website also contains a copy of the current questionnaire, item rationale, and results from previous waves.  In addition, users can request a free CD-ROM with 6 years of compiled YRBSS data from the national, State, territorial, and local school-based surveys.  

The CDC minimizes the risk of inadvertent disclosure of subjects by collecting the data anonymously.  Participants complete a self-administered questionnaire in their regular classroom settings.  Only four demographic variables are measured: Age, grade, race/ethnicity, and gender.  School and classroom codes are not included in the datasets, so it is not possible to determine the school in which a student was enrolled.      

Another example is Sociometrics Corporation (http://www.socio.com/), which maintains over 300 datasets from 200 different studies in seven topical areas:  AIDS and other sexually transmitted diseases, disability, the American family, aging, adolescent pregnancy and pregnancy prevention, maternal drug abuse, and contextual influences on behavior.  This archive has been in operation for more than 15 years.   An expert panel selects the datasets included in Sociometric's library on the basis of scientific merit, substantive utility, technical quality, and potential for secondary analyses.  For the cost of the data (approximately $100 to $225 per dataset if purchased individually, less if the entire collection is purchased), Sociometrics provides a complete data file in both CD-ROM and Internet formats, SPSS and SAS program statements, search and retrieval software, data summaries, detailed users' guides, and technical assistance.   

The purchaser of data from Sociometrics can be either an individual or an institution.  If the purchaser is an institution, an institutional representative must sign a license agreement certifying that only faculty, students, and staff can use the data.  The license agreement further stipulates that neither printed nor electronic data may be copied or otherwise shared.  Use of the data is restricted to statistical reporting, analysis, and teaching.  The agreement prohibits the user from making any efforts to identify individual cases and prohibits linking data from this archive with individually identifiable data from other datasets.   Violation of the license agreement carries civil liability.   

The Inter-University Consortium for Political and Social Research at the University of Michigan has prepared an excellent set of guidelines for preparing data for archiving.  While these guidelines were written with social science data in mind, they are broadly applicable. For further information, see http://www.icpsr.umich.edu/
Federated Data Systems
The Biomedical Informatics Research Network (BIRN) (http://www.nbirn.net/) is a National Institutes of Health (NIH) - National Center for Research Resources (NCRR)-sponsored initiative that fosters large-scale biomedical science collaborations by utilizing emerging cyberinfrastructure (high speed networks, distributed high-performance computing and the necessary software and data integration capabilities). The BIRN currently involves a consortium of 12 universities and 16 research groups participating in three "test bed" projects centered around the brain imaging of human neurological disease and associated animal models. Groups are working on large scale, cross-institutional imaging studies on Alzheimer’s disease, depression, and schizophrenia using structural and functional magnetic resonance imaging (MRI). Others are studying animal models relevant to multiple sclerosis, attention deficit disorder, and Parkinson’s disease through MRI, whole brain histology, and high resolution light and electron microscopy. These studies are being used to drive the definition, construction, and daily use of a “federated data system.” Federation presents biological data held at geographically-separated sites to appear as a single, unified and persistent data archive. Data is securely accessed across institutional boundaries to address issues of data privacy and automatic translation of data formats. Most of the groups participating in the BIRN have traditionally conducted independent investigations on relatively small populations, using site-specific software tools. The promise of the BIRN is the ability to test new hypotheses through the analysis of larger patient populations and unique multi-resolution views of animal models through data sharing and the integration of site independent resources for collaborative data refinement. This evolving "cyberinfrastructure" will enable researchers throughout the United States to collaborate on large-scale studies of human disease with unique, multi-resolution tools.
A Carnegie-Mellon project on parallel simulation of large scale neuronal models funded by the National Institute on Mental Health (NIMH) evolved to include methods for sharing computational models that is now at the heart of the Axiope data sharing approach. The Axiope project is based in the School of Informatics at the University of Edinburgh and is developing flexible tools for managing large volumes of metadata about local raw data (images, binary files, data on CDs, etc). Their goal is to allow scientists not only to organize their research data, but also to share data more easily with collaborators. Commercial data management and data sharing solutions incorporating ideas from the Axiope project are now available from www.axiope.com
Data Enclaves

Some data can be shared only under the most controlled conditions.  If, for example, there is any risk of subject identification, the investigator may ask that users submit requests for specific analyses or come to the investigator's site to run analyses under supervision.  Data enclaves were designed to deal with such situations.  

One such enclave is the Research Data Center at the CDC's National Center for Health Statistics (NCHS).  The Research Data Center supports use of several NCHS restricted-use datasets through the Internet and within the Data Center itself. Additional information on the Research Data Center is available at http://www.cdc.gov/nchs/r&d/rdc.htm.

One of the datasets that can be used at the NCHS Research Data Center is a periodic survey called the National Survey of Family Growth (NSFG). Data from this survey provide an accurate statistical picture of family life, marriage and divorce, contraception, sexual experience, pregnancy, and infertility.  Information concerning the NSFG is available at the NCSH Website at http://www.cdc.gov/nchs/nsfg.htm.

NCHS encourages the use of data from the NSFG, which are available through a variety of mechanisms.   Public use datasets of the NSFG and other NCHS datasets are available free or at minimal cost after signing a use agreement.  However, some NSFG data are not released in order to protect participants' identities.  The restricted data, which are referred to as the NSFG contextual data file, do not include direct identifiers, such as name or social security numbers, but they may contain codes for small geographic units, such as blocks or census tracts.  Thus, the restricted contextual dataset is only available to approved researchers via a remote access procedure or for analysis at the NCHS facility in Hyattsville, Maryland.  

In order to gain access to restricted data, researchers must submit a detailed description of their projects.  The proposal must include personal identification and institutional affiliation, a current resume, dates of proposed tenure at the data enclave, source of funding, a detailed summary of the proposed research including a statement of why publicly available data are insufficient, and a complete list of data requested, including data system, files, years, variables, and the like.  NCHS staff are available for consultation on the proposal development.  A committee consisting of NCHS staff, including the Confidentiality Officer, reviews all proposals.  This review addresses the following critical questions:  Does the proposed activity constitute statistical research or an illegal attempt to identify respondents?  If it is research, is there any risk that respondents will be identified inadvertently?   

All applicants are also required to sign an agreement of confidentiality.  This agreement prohibits copying files or portions of files, keeping restricted materials, attempting to learn the identity of participants, removing any printouts, electronic files, or other documents from the enclave unless authorized by NCHS staff.  In addition all papers or reports submitted for publication must first be submitted to NCHS for disclosure limitation review.  

The fee charged for work at the data enclave ($200 per day or $1,000 per week) includes space, equipment, staff time for supervision and disclosure limitation review, and the creation and maintenance of data files required by the researcher.   All work must be completed within the confines of the enclave.  No electronic or hard copies of data can leave the facility unless they are submitted to a disclosure limitation review.  In addition, researchers must work under the supervision of NCHS staff during normal working hours.

It should be noted that data collected by NCHS are protected by the Public Health Service Act (Section 308(d)).  Under this section, identifying data can be disclosed or used for a purpose other than that for which it was supplied only if the person or establishment identified has consented.  

Mixed Mode Sharing

The National Institute of Mental Health (NIMH) Human Genetics Initiative collects and distributes family data on schizophrenia, bipolar disorder, Alzheimer's disease, and other mental disorders.  Through the Initiative, qualified investigators can request clinical data, DNA samples, cell line cultures, and data derived from genotyping and other genetic analyses.  Information on this initiative is available at http://zork.wustl.edu/nimh/NIMH_initiative/NIMH_initiative_link.html

Researchers can gain access to these data by successfully competing for an NIMH award specifically to analyze these data or by submitting an access request if they have no such award.  Access certification is made on the basis of the experience and the scientific qualifications of the investigator.  Requests must be submitted in writing on the letterhead of the sponsoring institution at which the research will be conducted and should include identifying information about the Principal Investigator and Coinvestigators, including curricula vitae.  If access certification is obtained, biomaterials (DNA or cell lines) can be obtained at cost from the NIMH Center for Genetic Studies (http://zork.wustl.edu/nimh/).  The Center serves as a data repository and management facility maintained under an NIMH contract. 

All investigators must complete a Distribution Agreement, which includes a description of the research project to be conducted.  The PI and an authorized representative of the recipient institution must sign the Distribution Agreement.  The Agreement specifies that the investigator will only use the data and biomaterials for the specific project as described.  The Agreement is not transferable to another recipient or facility, and biomaterials and data may only be shared with others by obtaining them directly through the NIMH center.   The recipient must also agree to not attempt to establish the individual identities of subjects who provided the data or biomaterials.

When an access certification has been approved or a grant awarded, pedigree drawings are sent to the PI.  Electronic files of clinical and genetic data and other information are available through password protected Websites.  The investigator specifies which biomaterials are desired and sends this list to NIMH, which forwards it to the NIMH Center for Genetic Studies.  The Center then provides shipping and payment instructions.  All biomaterials and clinical data are stripped of personal identifiers.  (No personal identifiers are ever received or handled by the Center.)  The Center also provides periodic updates of data.  Recipients share with the Center all genetic analysis data that they generate within 12 months of receipt of biomaterials or upon publication of research findings, whichever comes first.  Upon completion of the project, the recipient must return all biomaterials as well as clinical and genetic data received from the Center or certify that the clinical and genetic data were destroyed in accordance with applicable laws and safety procedures.  

The National Longitudinal Study of Adolescent Health (Add Health) is a very large national survey of students in grades 7 through 12.  Data for this longitudinal study were collected in three waves.  The first wave included questionnaires completed by 90,000 students and in-depth interviews with 20,745 adolescents.  The resulting dataset includes items on a range of characteristics and behaviors of adolescents, including sensitive behaviors, such as alcohol use and sex.  

From the outset of this study, the investigators planned to share the data.  Critical to the protection of subjects is the separation of identities from the data, which occurs immediately after data collection.  Only a Security Manager can link the name and address of respondent to interview data.  The investigators also asked for and received a Certificate of Confidentiality from DHHS to protect subjects' identities.  All Add Health staff are required to take training in data confidentiality and security issues.  Individuals and institutions seeking to obtain the Add Health data are encouraged to develop and implement a similar training program.  Details about accessing the data are available on the study's Website at http://www.cpc.unc.edu/addhealth/. Only certified researchers are permitted access to Add Health data.  Thus, the informed consent document notes that the study "is helping researchers understand the health of young adults and the behaviors that affect their health."  

Because of the extremely sensitive nature of some of the information collected, the investigators have made data or portions of the data available in three ways: (1) a public use dataset that can be accessed through a data archive; (2) a restricted access contractual dataset, and (3) access at a data enclave at the Add Health facility under the supervision of staff.  

The public use dataset includes only a subset of respondents to protect the identity of participants.  The investigators found that even with more than 90,000 cases, a cross-tabulation of 5 variables could distinguish an individual record.  Therefore, half of the sample was chosen at random for the public use dataset with an oversample of minority adolescents.  CD-ROMs are distributed through a data archive run by Sociometrics Corporation (http://www.sociometrics.com/).  The data are in ASCII format and can be analyzed with several standard statistical packages.  

The restricted access dataset is available only to certified researchers who provide a nonrefundable fee to cover administrative handling charges and user support. Add Health investigators have embedded a hidden signature identifying the purchaser in each electronic file, so that unauthorized copies can be traced. All users must sign an agreement to maintain privacy of subjects and confidentiality of the data.  In addition, users must certify that they have complied with a set of security requirements covering how the data are handled and stored.   These requirements are updated periodically to reflect changes in computer technology. Applicants are also required to submit letters from their IRBs verifying and approving plans for data security and for minimizing risks of deductive disclosure.  The staff from Add Health conducts site visits to monitor the use of these data at outside institutions.  The user fee covers the cost of these visits.  

Researchers requesting use of data that cannot be shared through contractual agreements must come to the Add Health site at the University of North Carolina in Chapel Hill to conduct analyses under the supervision of Add Health staff.  Again, these data are only available to certified researchers.  

NIH Data Sharing Policy and Implementation Guidance 

(Updated: March 5, 2003)

This guidance provides the National Institutes of Health (NIH) policy statement on data sharing and additional information on the implementation of this policy. 
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GOALS OF DATA SHARING
Data sharing promotes many goals of the NIH research endeavor. It is particularly important for unique data that cannot be readily replicated. Data sharing allows scientists to expedite the translation of research results into knowledge, products, and procedures to improve human health.

There are many reasons to share data from NIH-supported studies. Sharing data reinforces open scientific inquiry, encourages diversity of analysis and opinion, promotes new research, makes possible the testing of new or alternative hypotheses and methods of analysis, supports studies on data collection methods and measurement, facilitates the education of new researchers, enables the exploration of topics not envisioned by the initial investigators, and permits the creation of new datasets when data from multiple sources are combined. 

In NIH's view, all data should be considered for data sharing. Data should be made as widely and freely available as possible while safeguarding the privacy of participants, and protecting confidential and proprietary data. To facilitate data sharing, investigators submitting a research application requesting $500,000 or more of direct costs in any single year to NIH on or after October 1, 2003 are expected to include a plan for sharing final research data for research purposes, or state why data sharing is not possible.

APPLICABILITY 
The NIH policy on data sharing applies: 

· To the sharing of final research data for research purposes.

· To basic research, clinical studies, surveys, and other types of research supported by NIH. It applies to research that involves human subjects and laboratory research that does not involve human subjects. It is especially important to share unique data that cannot be readily replicated. 

· To applicants seeking $500,000 or more in direct costs in any year of the proposed project period through grants, cooperative agreements, or contracts.

· To research applications submitted beginning October 1, 2003.

Policies with respect to data sharing vary across countries. Investigators from foreign institutions and U.S. investigators collecting data in other countries should familiarize themselves with the policies governing data sharing in the countries in which they plan to work and to address any specific limitations in the data-sharing plan in their application.

Even if NIH support is sought to transform or link datasets (as opposed to producing a new set of data), the investigator should still include a data-sharing plan in the application. If there are limitations associated with a data-sharing agreement for the original data that preclude subsequent sharing, then the applicant should explain this in the application. 

IMPLEMENTATION
The NIH data-sharing policy applies to applicants seeking $500,000 or more in direct costs in any year of the proposed research. The $500,000 threshold corresponds to the threshold set in the October 16, 2001 NIH Guide, where applicants requesting $500,000 or more in direct costs for any year must seek agreement by NIH Institute or Center (IC) staff to accept assignment of their application at least 6 weeks prior to the anticipated submission date. (See http://grants2.nih.gov/grants/guide/notice-files/NOT-OD-02-004.html). That policy directs applicants to contact in writing or by telephone IC program staff during the development process of the application but no later than 6 weeks before the anticipated submission date. Applicants are encouraged to discuss their proposed data-sharing plan with IC program staff at that time. 

Final research data are recorded factual material commonly accepted in the scientific community as necessary to document, support, and validate research findings. This does not mean summary statistics or tables; rather, it means the data on which summary statistics and tables are based. For most studies, final research data will be a computerized dataset. For example, the final research data for a clinical study would include the computerized dataset upon which the accepted publication was based, not the underlying pathology reports and other clinical source documents. For some but not all scientific areas, the final dataset might include both raw data and derived variables, which would be described in the documentation associated with the dataset.

Given the breadth and variety of science that NIH supports, neither the precise content for the data documentation, nor the formatting, presentation, or transport mode for data is stipulated. What is sensible in one field or one study may not work at all for others. It would be helpful for members of multiple disciplines and their professional societies to discuss data sharing, determine what standards and best practices should be proposed, and create a social environment that supports data sharing. NIH is planning to convene workshops where investigators with experience in data sharing will share their expertise with others. These workshops will address areas such as cleaning and formatting data, writing documentation, redacting data to protect subjects' identities and proprietary information, and estimating costs to prepare documentation and data for sharing.

When the Principal Investigator (PI) and the authorized institutional official sign the face page of an NIH application, they are assuring compliance with policies and regulations governing research awards. NIH expects grantees to follow these rules and to conduct the work described in the application. Thus, if an application describes a data-sharing plan, NIH expects that plan to be enacted. If progress has been made with the data-sharing plan, then the grantee should note this in the progress report. In the final progress report, if not sooner, the grantee should note what steps have been taken with respect to the data-sharing plan. In the case of noncompliance (depending on its severity and duration) NIH can take various actions to protect the Federal Government's interests. In some instances, for example, NIH may make data sharing an explicit term and condition of subsequent awards.

Grantees should note that, under the NIH Grants Policy Statement, they are required to keep the data for 3 years following closeout of a grant or contract agreement. (Contracts may specify different time periods.) For the most part, NIH makes awards to institutions and not individuals (with very few exceptions, such as F32 awards). Thus, the grantee institution may have additional policies and procedures regarding the custody, distribution, and required retention period for data produced under research awards. 

Timeliness of Data Sharing
Recognizing that the value of data often depends on their timeliness, data sharing should occur in a timely fashion. NIH expects the timely release and sharing of data to be no later than the acceptance for publication of the main findings from the final dataset. The specific time will be influenced by the nature of the data collected. Data from small studies can be analyzed and submitted for publication relatively quickly. If data from large epidemiologic or longitudinal studies are collected over several discrete time periods or waves, it is reasonable to expect that the data would be released in waves as data become available or main findings from waves of the data are published. NIH recognizes that the investigators who collected the data have a legitimate interest in benefiting from their investment of time and effort. NIH continues to expect that the initial investigators may benefit from first and continuing use but not from prolonged exclusive use. 

Human Subjects and Privacy Issues
The rights and privacy of human subjects who participate in NIH-sponsored research must be protected at all times. It is the responsibility of the investigators, their Institutional Review Board (IRB), and their institution to protect the rights of subjects and the confidentiality of the data. Prior to sharing, data should be redacted to strip all identifiers, and effective strategies should be adopted to minimize risks of unauthorized disclosure of personal identifiers. Stripping a dataset of items that could identify individual participants is referred to by several different terms, such as "data redaction," "de-identification of data," and anonymizing data. In addition to removing direct identifiers, e.g., name, address, telephone numbers, and Social Security Numbers, researchers should consider removing indirect identifiers and other information that could lead to "deductive disclosure" of participants' identities. Deductive disclosure of individual subjects becomes more likely when there are unusual characteristics of the joint occurrence of several unusual variables. Samples drawn from small geographic areas, rare populations, and linked datasets can present particular challenges to the protection of subjects' identities. 

Investigators may use different methods to reduce the risk of subject identification. One possible approach is to withhold some part of the data. Another approach is to statistically alter the data in ways that will not compromise secondary analyses but will protect individual subjects' identities. Alternatively, an investigator may restrict access to the data at a controlled site, sometimes referred to as a data enclave. Some investigators may employ hybrid methods, such as releasing a highly redacted dataset for general use but providing access to more sensitive data with stricter controls through a data enclave. 

Researchers who seek access to individual level data are typically required to enter into a data-sharing agreement. Data-sharing agreements, which come by many terms, including "license agreements," and "data distribution agreements," generally include requirements to protect participants' privacy and data confidentiality. They may prohibit the recipient from transferring the data to other users or require that the data be used for research purposes only, among other provisions, and they may stipulate penalties for violations. For further information on these alternative mechanisms to share data while protecting participant confidentiality, see also the section concerning "Methods for Data Sharing." In most instances, sharing and archiving of data is possible without compromising confidentiality and privacy rights. The procedures adopted to share data while protecting privacy should be individually tailored to the specific dataset. 

Investigators seeking NIH support for clinical trials may wish to consider several factors as they develop their data-sharing plan. Researchers who are planning clinical trials and intend to share the resulting data should think carefully about the study design, the informed consent documents, and the structure of the resulting dataset prior to the initiation of the study. For example, many early phase clinical trials use small samples, which make it difficult to protect the privacy of the participants. Furthermore, some study designs afford greater privacy protection to subjects than others. For example, longitudinal research poses challenges because the need to retain identifiers in order to link individual-specific data collected at different time points.

NIH recognizes that the sharing of data from clinical trials and under other situations may require making the data anonymous or sharing under more controlled means, as through a restricted access data enclave. Sharing though data enclaves would grant access only to researchers who agree to preserve the privacy of subjects and provide means to protect the confidentiality of the data. 

Investigators who are working for or who are themselves covered entities under the Health Insurance Portability and Accountability Act (HIPAA) must consider issues related to the Privacy Rule, a Federal regulation under HIPAA that governs the protection of individually identifiable health information. The Department of Health and Human Services (DHHS) provides guidance on research and the Privacy Rule elsewhere (http://www.hhs.gov/ocr/). It should be noted that the Privacy Rule is relatively new, and additional information and guidance will be shared on the DHHS website as soon as it is available. 

If research participants are promised that their data will not be shared with other researchers, the application should explain the reasons for such promises. Such promises should not be made routinely and without adequate justification. For the most part, it is not appropriate for the initial investigator to place limits on the research questions or methods other investigators might pursue with the data. It is also not appropriate for the investigator who produced the data to require coauthorship as a condition for sharing the data. 

Many research efforts supported by NIH do not include human subjects. Final research datasets from studies that do not include human subjects generally should not be constrained by the limitations deemed necessary and appropriate for human subjects. 

Proprietary Data
Although Small Business Innovation Research (SBIR) applicants are also to address data sharing in their applications, under the Small Business Act, SBIR grantees may withhold their data for 4 years after the end of the award. The Small Business Act provides authority for NIH to protect from disclosure and nongovernmental use all SBIR data developed from work performed under an SBIR funding agreement for a period of 4 years after the closeout of either a phase I or phase II grant unless NIH obtains permission from the awardee to disclose these data. The data rights protection period lapses only upon expiration of the protection period applicable to the SBIR award, or by agreement between the small business concern and NIH.

Issues related to proprietary data also can arise when cofunding is provided by the private sector (e.g., the pharmaceutical or biotechnology industries) with corresponding constraints on public disclosure. NIH recognizes the need to protect patentable and other proprietary data. Any restrictions on data sharing due to cofunding arrangements should be discussed in the data-sharing plan section of an application and will be considered by program staff. While NIH understands that an institution's desire to exercise its intellectual property rights may justify a need to delay disclosure of research findings, a delay of 30 to 60 days is generally viewed as a reasonable period for such activity. 

Methods for Data Sharing
There are many ways to share data.

· Under the auspices of the PI

· Data archive
· Data enclave
· Mixed mode sharing.

The method for sharing that an investigator selects is likely to depend on several factors, including the sensitivity of the data, the size and complexity of the dataset, and the volume of requests anticipated. Investigators sharing under their own auspices may simply mail a CD with the data to the requestor, or post the data on their institutional or personal Website. Although not a condition for data access, some investigators sharing under their own auspices may form collaborations with other investigators seeking their data in order to pursue research of mutual interest. Others may simply share the data by transferring them to a data archive facility to distribute more widely to interested users, to maintain associated documentation, and to meet reporting requirements. Data archives can be particularly attractive for investigators concerned about a large volume of requests, vetting frivolous or inappropriate requests, or providing technical assistance for users seeking help with analyses. 

There are several mechanisms for data sharing that investigators can use. For example, investigators sharing under their own auspices should consider using a data-sharing agreement to impose appropriate limitations on users. Such an agreement usually indicates the criteria for data access, whether or not there are any conditions for research use, and can incorporate privacy and confidentiality standards to ensure data security at the recipient site and prohibit manipulation of data for the purposes of identifying subjects. Many examples of data sharing agreements for specific datasets are available on the Internet, including the following:

AHRQ National Inpatient Sample at http://www.ahcpr.gov/data/hcup/datause.htm
Russian Longitudinal Monitoring Survey at http://www.cpc.unc.edu/dataarch/iprimary/rlms.html
Center for Medicare and Medicaid Services Data at http://hrsonline.isr.umich.edu/rda/userdocs/cmsdua.pdf (PDF)

Alternatively, researchers may want to add their data to a data archive or a data enclave. Datasets that cannot be distributed to the general public, for example, because of participant confidentiality concerns, third-party licensing or use agreements that prohibit redistribution, or national security considerations, can be accessed through a data enclave. A data enclave provides a controlled, secure environment in which eligible researchers can perform analyses using restricted data resources. 

Investigators may also wish to develop a "mixed mode" for data sharing that allows for more than one version of the dataset and provides different levels of access depending on the version. For example, a redacted dataset could be made available for general use, but stricter controls through a data enclave would be applied if access to more sensitive data were required.

Investigators will need to determine which method of data sharing is best for their particular dataset. The Data Sharing Workbook (PDF or MS Word) provides information and examples of how others have shared data.

Data Documentation
Regardless of the mechanism used to share data, each dataset will require documentation. (Some fields refer to data documentation by other terms, such as metadata or codebooks). Proper documentation is needed to ensure that others can use the dataset and to prevent misuse, misinterpretation, and confusion. Documentation provides information about the methodology and procedures used to collect the data, details about codes, definitions of variables, variable field locations, frequencies, and the like. The precise content of documentation will vary by scientific area, study design, the type of data collected, and characteristics of the dataset. 

It is appropriate for scientific authors to acknowledge the source of data upon which their manuscript is based. Many investigators include this information in the methods and/or reference sections of their manuscripts. Journals generally include an acknowledgement section, in which the authors can recognize people who helped them gain access to the data. Authors using shared data should check the policies of the journal to which they plan to submit to determine the precise location in the manuscript for such acknowledgement. Most journals now expect that DNA and amino acid sequences that appear in articles will be submitted to a sequence database before publication.

Funds for Data Sharing
NIH recognizes that it takes time and money to prepare data for sharing. Thus, applicants can request funds for data sharing and archiving in their grant application. (See also the section on What to Include in an NIH Application.) Investigators who incorporate data sharing in the initial design of the study may more readily and economically establish adequate procedures for protecting the identities of participants and share a useful dataset with appropriate documentation.

Review Considerations
Reviewers will not factor the proposed data-sharing plan into the determination of scientific merit or priority score. Program staff will be responsible for overseeing the data sharing policy and for assessing the appropriateness and adequacy of the proposed data-sharing plan.

WHAT TO INCLUDE IN AN NIH APPLICATION
Investigators seeking $500,000 or more in direct costs in any year should include a description of how final research data will be shared, or explain why data sharing is not possible. It is expected that the data sharing discussion will be provided primarily in the form of a brief paragraph immediately following the Research Plan Section of the PHS 398 application form (i.e., immediately after I. Letters of Support), and would not count towards the application page limit. 

Data Sharing Plan (to follow immediately after the Research Plan Section)

The precise content of the data-sharing plan will vary, depending on the data being collected and how the investigator is planning to share the data. Applicants who are planning to share data may wish to describe briefly the expected schedule for data sharing, the format of the final dataset, the documentation to be provided, whether or not any analytic tools also will be provided, whether or not a data-sharing agreement will be required and, if so, a brief description of such an agreement (including the criteria for deciding who can receive the data and whether or not any conditions will be placed on their use), and the mode of data sharing (e.g., under their own auspices by mailing a disk or posting data on their institutional or personal website, through a data archive or enclave). Investigators choosing to share under their own auspices may wish to enter into a data-sharing agreement. 

References to data sharing may also be appropriate in other sections of the application, as discussed below.

Budget and Budget Justification Sections
Applicants may request funds in their application for data sharing. If funds are being sought, the applicant should address the financial issues in the budget and budget justification sections. Some investigators have more experience than others in estimating costs associated with preparing the dataset and associated documentation, and providing support to data users. As investigators gain experience with the process, their ability to estimate costs will improve. Investigators working with archives can get help with data preparation and cost estimation. Investigators who are concerned about paying for data-sharing costs at the end of their grant can make prior arrangements with archives. Investigators facing considerable delays in the preparation of the final dataset for sharing should consult with the NIH program about how to manage this situation, such as requesting a no-cost extension. 

Background and Significance Section (PHS 398 Research Plan Section B)

If support is being sought to develop a large database that will serve as an important resource for the scientific community, the applicant may wish to make a statement about this in the significance section of the application. 

Human Subjects Section (PHS 398 Research Plan Section E)

If the research involves human subjects and the data are intended to be shared, the application should discuss how the rights and confidentiality of participants would be protected. In the Human Subjects section of the application, the applicant should discuss the potential risks to research participants posed by data sharing and steps taken to address those risks. 

EXAMPLES OF DATA-SHARING PLANS
The precise content and level of detail to be included in a data-sharing plan depends on several factors, such as whether or not the investigator is planning to share data, the size and complexity of the dataset, and the like. Below are several examples of data-sharing plans. 

Example 1
The proposed research will involve a small sample (less than 20 subjects) recruited from clinical facilities in the New York City area with Williams syndrome. This rare craniofacial disorder is associated with distinguishing facial features, as well as mental retardation. Even with the removal of all identifiers, we believe that it would be difficult if not impossible to protect the identities of subjects given the physical characteristics of subjects, the type of clinical data (including imaging) that we will be collecting, and the relatively restricted area from which we are recruiting subjects. Therefore, we are not planning to share the data. 

Example 2
The proposed research will include data from approximately 500 subjects being screened for three bacterial sexually transmitted diseases (STDs) at an inner city STD clinic. The final dataset will include self-reported demographic and behavioral data from interviews with the subjects and laboratory data from urine specimens provided. Because the STDs being studied are reportable diseases, we will be collecting identifying information. Even though the final dataset will be stripped of identifiers prior to release for sharing, we believe that there remains the possibility of deductive disclosure of subjects with unusual characteristics. Thus, we will make the data and associated documentation available to users only under a data-sharing agreement that provides for: (1) a commitment to using the data only for research purposes and not to identify any individual participant; (2) a commitment to securing the data using appropriate computer technology; and (3) a commitment to destroying or returning the data after analyses are completed. 

Example 3
This application requests support to collect public-use data from a survey of more than 22,000 Americans over the age of 50 every 2 years. Data products from this study will be made available without cost to researchers and analysts. https://ssl.isr.umich.edu/hrs/
User registration is required in order to access or download files. As part of the registration process, users must agree to the conditions of use governing access to the public release data, including restrictions against attempting to identify study participants, destruction of the data after analyses are completed, reporting responsibilities, restrictions on redistribution of the data to third parties, and proper acknowledgement of the data resource. Registered users will receive user support, as well as information related to errors in the data, future releases, workshops, and publication lists. The information provided to users will not be used for commercial purposes, and will not be redistributed to third parties. 

DEFINITIONS
Covered Entity - A covered entity is defined as a health care clearinghouse, health plan, or health care provider that electronically transmits health information in connection with a transaction for which DHHS has adopted standards under the Health Insurance Portability and Accountability Act (HIPAA). An example of a researcher who may be a covered entity is a physician who electronically bills for health care services and conducts clinical trials. A set of decision tools on "Am I a covered entity?" are available from the DHHS Office for Civil Rights Website http://www.hhs.gov/ocr/
Data - see Final Research Data

Data Archive - A place where machine-readable data are acquired, manipulated, documented, and finally distributed to the scientific community for further analysis.

Data Enclave - A controlled, secure environment in which eligible researchers can perform analyses using restricted data resources.

Final Research Data - Recorded factual material commonly accepted in the scientific community as necessary to document and support research findings. This does not mean summary statistics or tables; rather, it means the data on which summary statistics and tables are based. For the purposes of this policy, final research data do not include laboratory notebooks, partial datasets, preliminary analyses, drafts of scientific papers, plans for future research, peer review reports, communications with colleagues, or physical objects, such as gels or laboratory specimens. NIH has separate guidance on the sharing of research resources, which can be found at http://grants.nih.gov/grants/policy/nihgps_2003/NIHGPS_Part7.htm#_Toc54600131
Restricted Data - datasets that cannot be distributed to the general public, because of, for example, participant confidentiality concerns, third-party licensing or use agreements, or national security considerations.

Timeliness - In general, NIH considers the timely release and sharing of data to be no later than the acceptance for publication of the main findings from the final dataset. However, the actual time will be influenced by the nature of the data collected.

Unique Data - Data that cannot be readily replicated. Examples of studies producing unique data include: large surveys that are too expensive to replicate; studies of unique populations, such as centenarians; studies conducted at unique times, such as a natural disaster; studies of rare phenomena, such as rare metabolic diseases. 

A Toolkit for Data Sharing



This Toolkit is aimed at service providers, such as local authority and other public sector employees, who have to grapple with data sharing issues. It provides comprehensive, up to date, information and guidance on information management practice. It also provides information and links to current practice developed by a broad range of public service providers.

Information Rights Division
Department for Constitutional Affairs

May 2004



· We recommend that you first work through the Legal Guidance and covering letter, issued in November 2003, when considering any data-sharing project. It explains the existing powers available to public bodies to collect, use and share personal data. This will help lawyers and practitioners decide whether they have the power to share personal information information for legitimate and appropriate purposes. We have provided some case studies to illustrate how these legal considerations are addressed in practice.

· The Legal Guidance is also available in PDF format [image: image6.png]



· We are currently working on a Privacy Impact Assessment. It will allow you to determine whether data sharing is justified by helping you to weigh up the benefits of the project against any negative impacts on privacy and how to mitigate these. This will be available soon.

· Also consider the data sharing Protocol Guidance. It contains recommended standards for formalising data sharing agreements and sets out the purpose, principles and commitments that organisations should adopt when they share data. A data sharing Protocol checklist has also been produced to supplement the Guidance.

The toolkit also contains:
· Guidance on complaints procedures which sets out how to deal with complaints from members of the public about data sharing.

· Guidance on producing codes of practice and management guidance, setting out good data protection and data sharing practices. 

· Guidance on privacy statements to help you develop privacy statements for your organisation, including Internet guarantees of privacy. 

· Once you have worked through our guidance documents, we recommend that you consult our Data Sharing Library for examples of current practice in your subject area. These include examples of protocols, codes of practice, management guidance and privacy statements developed by a range of public bodies and service providers. It also includes links to information sharing Toolkits developed elsewhere as well as to other data sharing initiatives being taken forward across the public sector. You can also access information and view examples of Privacy Impact Assessments completed by other jurisdictions. 

Policy statements adopted by the Federal Geographic Data Committee in June 1992. 1

POLICY STATEMENTS FOR FEDERAL GEOGRAPHIC DATA SHARING1

The overall purpose of these policy statements is to facilitate full and open access to Federal geographic data

by Federal users and the general public. They were prepared in consonance with the goals of the Federal

Geographic Data Committee, Office of Management and Budget Circular A-16, the Data Management for

Global Change Research Policy Statements, and the proposed revision of Office and Management and

Budget Circular A-130. As such, they represent the U.S. Government’s position on access to Federal

geographic data.

Geographic data that are created, collected, processed, disseminated, and stored by the Federal Government

are a valuable national resource. The Federal Government serves as a steward of this resource, shall exercise

information resource management with special emphasis on the information life cycle, and shall ensure the

effective and economical development of the Nation’s spatial data infrastructure.

• Agencies shall commit to the maintenance, validation, description, accessibility, and

distribution of geographic data.

• Agencies shall manage geographic data in a way that facilitates data sharing and use by other

agencies and the general public. Geographic data shall be maintained consistently among

agencies. Data sharing maximizes the net return on the investment of public resources.

• Federal program managers are data managers and have a responsibility to plan for

information resource management as an integral part of overall mission planning. Agencies

need to plan from the outset for the steps in the information life cycle.

• Federal, national, and international standards shall be used to the greatest extent possible for

data content, processing, and dissemination of geographic data sets.

• Agencies shall disseminate geographic data in a manner that achieves the best balance among

the goals of maximizing the usefulness of the data and minimizing the cost to the government

and the public. Data products should be disseminated equitably and on timely and equal

terms. Agencies should take advantage of all dissemination channels, Federal and non-

Federal, including State and local governments and private sector entities, in discharging

agency data dissemination responsibilities.

• Agencies should set use charges for data products at a level sufficient to recover the cost of

dissemination but no higher. They also exclude from the calculation of the charges costs

associated with the original collection and processing of the data. Exceptions to this policy

are described in section 8a(8)(c) of the April 29, 1992, Federal Register Notice to revise

OMB Circular A-130, “Management of Federal Information Resources.”

• Federal agencies shall maintain an information dissemination management system for

geographic data that shall include easily accessible information and the data holdings,

including quality assessments, supporting information, and guidance and aids for locating and

obtaining the data.

• For those programs in which selected principal investigators have initial periods of exclusive

data use, the data shall be made openly available as soon as the exclusive use period has

expired. In each case, the funding agency shall explicitly define the duration of any exclusive

use period.
�  Under the HIPAA Privacy Rule, de-identification of a dataset means removing the following variables: names; geographic information (including city, state, and zipcode);  elements of dates such as those for birth, hospital admission and discharge, death; telephone numbers; fax numbers; electronic mail addresses; Social Security Number; medical record  and prescription numbers; health plan beneficiary number; account numbers; certificate or license number; any vehicle identifier or serial number, including license plate number; any device identifier or serial number; Web Universal Resource Locator (URL); Internet Protocol (IP) address number; any biometric identifiers, including finger or voice prints; full face photographic images or any comparable images; and any other unique identifying number, characteristic, or code consisting of any segments of the previously listed identifiers. 








